Introduction
Teledermatology is one of the most active applications of telemedicine rendered in the United States. Dermatology is particularly suited to the use of advanced communication technologies and the Internet for delivery of care. By using advanced communication technologies, dermatologists may be able to widen their reach to patients in a cost-effective manner, ameliorating the maldistribution of specialty care. The following Guidelines were designed to aid in the development and practice of coherent, effective, safe and sustainable teledermatology practices. Establishing Guidelines for teledermatology may improve clinical outcomes and promote informed and reasonable patient expectations.
The Practice Guideline for Teledermatology covers two major areas, reflecting the basic component processes associated with most teledermatology consultations: technical and clinical Administrative aspects of clinical teleconsultations in general are covered in the American Telemedicine Association's TeleHealth Administrative document. [39] In teledermatology, store-and-forward (S&F) communication typically refers to the sending or forwarding of digital images and associated patient data to the specialist for storage and consultation. For real-time video teleconferencing (VTC), providers and patients interact via live videoconferencing. The recommendations apply to S&F, VTC and hybrid (utilizing both S&F and VTC) modes for teledermatology.
The document contains Guidelines for the practice of teledermatology that are required whenever feasible and practical as determined by the referring clinician practicing under local conditions. These Guidelines are presented first in the document and are identifiable in the text when "shall" is used (indicated by bold italics). In the following section, the document also contains Recommendations for Best Practices that are indicated in the text by "should" to indicate an optimal recommended action, one that is particularly suitable, without mentioning or excluding others. The third section contains optional or permissible action indicated by "may/attempt to" to indicate additional points that may be considered to further optimize the teledermatology consult process.
A glossary of important terms, references to literature, and informative web sites are included at the end of the document for further consideration. An Appendix is included with information about the Digital Imaging & Communications in Medicine (DICOM) standard that is likely to impact the practice of teledermatology in the very near future.
I. GUIDELINES FOR THE PRACTICE OF TELEDERMATOLOGY a. Technical Specifications i.
Organizations shall ensure the technical readiness of the telehealth equipment and the clinical environment. [40] ii. Organizations providing telehealth services shall have processes in place to ensure the safety and effectiveness of equipment through on-going support and maintenance. [40] [41] iii. Organizations providing telehealth services shall have policies and procedures in place to ensure the physical security of telehealth equipment and the electronic security of data. [42] 1. Image Acquisition a. Spatial Resolution: Spatial resolution is the ability of an imaging system (e.g., digital camera) to permit two adjacent structures to be perceived as being separate, or as the distinctness or sharpness of an edge. [43] [44] [45] Spatial resolution is the property of the actual image once displayed (either on a digital monitor or printed out) and is typically defined as number of pixels per inch (ppi). i. For a digital device, a minimum of 75 ppi (pixels per inch) shall be used. [44] [45] [46] . The maximum to minimum luminance ratio shall be at least 250 and manufacturers provide this value typically as the brightness of the monitor. The minimum luminance of the display should not be smaller than the ambient (i.e., room) luminance. A minimum of 0.5 cd/m 2 is recommended. Precise luminance measurements can be made using a photometer or many off-the-shelf calibration programs come with the required photometer (often called a puck). [48] [49] c. Contrast: The contrast ratio (CR) is the ratio of the luminance between the brightest white and the darkest black that a display can produce. The higher the CR, the sharper the image is perceived to be. CRs of 1:500 or higher shall be used. The CR is greatly affected by ambient light conditions, being reduced significantly with higher room illumination levels. Monitors with wide viewing angles are preferred since those with narrower viewing angles tend to result in significant decreases in contrast when viewed off angle.
b. Clinical Specifications i. The telemedicine operation and its health professionals shall insure that the standard of care delivered via telemedicine is at least equivalent to any other type of care that can be delivered to the patient/client, considering the specific context, location and timing, and relative availability of traditional care. ii. Health professionals shall be responsible for maintaining professional discipline clinical practice guidelines to guide the delivery of care in the telemedicine setting, recognizing that certain modifications may need to be made to accommodate specific circumstances. iii. Any modifications to specialty specific clinical practice standards for the telemedicine setting shall ensure that clinical requirements specific to the discipline are maintained. iv. Health professionals providing telemedicine services shall have the necessary education, training/orientation, and ongoing continuing education/professional development to insure they possess the necessary competencies for the safe provision of quality health services. v. When guidelines, position statements or standards exist from a professional organization or society such as the American Academy of Dermatology (AAD) [50] [51] include the chief complaint, allergies and medications. Information that may be useful includes symptoms, duration, previous treatment for the presenting condition and its response, medications, personal and family history of any skin cancers, and prior and existing medical/skin conditions. iii. Reports: As with any consultation, there shall be a traceable record of the teleconsultation at both the referring and consulting sites, containing at a minimum the information in i-ii above and the consult report. The consultant's opinion and any services that were ordered or performed shall also be documented in the patient's medical record and communicated by written report to the requesting physician or other appropriate source (e.g., physician assistant, nurse practitioner, doctor of chiropractic, physical therapist, occupational therapist, speech-language therapist, psychologist, social worker, lawyer, insurance company).
Recommended language for the consultant includes "Based on the images and history provided, my impression is as follows." 1. VTC: The reports can be done verbally, but a written record of the interaction shall be kept at least at one side (referring and/or consulting). Reports may be faxed, mailed or electronically sent after the interaction has ended and should be done using secure methods. 2. S&F: Electronic, faxed, mailed or e-mailed notes shall be part of the patient's medical record and sent to the referring provider. If the consulting clinician annotates the images in any way, these annotated images may be sent back to the referring clinician and included in the record as well. 3. Consultant Report: This report shall include at a minimum the diagnosis and/or differential diagnoses, a summary of the findings, and recommended management. LCD cells of the same color within the display screen (or phosphor dots in a CRT). It is measured in mm and the smaller the number the sharper the image (more dots per given area). 5. metadata: Information that describes a central set of data. In teledermatology, the captured image is the data and metadata associated with that image can consist of items such as patient name, date, time and so on. 6. ppi: pixels per inch or pixel density referring to the resolution of a computer display or printed document. 7. Resolution: Spatial resolution is the ability of an imaging system (e.g., digital camera) to permit two adjacent structures to be perceived as being separate. 8. white balance: The process of removing unwanted color casts in images so that white objects appear white. White balancing takes into account the color temperature (i.e., the spectrum of light radiated) of the light source in the scene and adjusts white levels in reference to the scene color temperature.
II. RECOMMENDATIONS FOR BEST PRACTICES

Appendix A Existing Digital Imaging Standards
This is not meant to be a comprehensive list of all existing standards, but rather provides a description of the standards most relevant to the practice of teledermatology.
a. ISO/TC42/WG18 12233: This standard was developed (by the International Standards Organization ISO [70] ) for photography/electronic still picture imaging. Section 12233 includes a resolution test chart and three measurement methods, including a computerized method of measuring the spatial frequency response.
b. ITU-T:
The International Telecommunications Union has established a series of standards (H.300) for VTC. It includes such sections as the H.320 series for circuit-switched, n x 64 (i.e., ITU-T); the H.323series: packet-switched/network, Internet Protocol; and the H.324: Plain Old Telephone Service (POTS).
c. Session Initiation Protocol (SIP):
The Internet Engineering Task Force RFC 3261 also applies to VTC. SIP is a text-based protocol for initiating interactive communication sessions between users, including voice, video, chat, and virtual reality. [67] DICOM currently has a visible light supplement that makes the DICOM standard relevant to teledermatology. Appendix A provides additional details on the rationale for migrating teledermatology to DICOM. Currently DICOM standards have two components: ii. Information object definition: Assigns attributes to the information contained to be identified such as file name, patient name, medical record number, demographics, date, time etc. iii. Services: Sends, stores and retrieves the object.
2) TIF: Tagged Image File Format used for formatting and compressing images. It can be lossy or lossless. The file extension TIF is .tiff or .tif.
3) WAV: A method of compression using wavelets transforms (mathematical functions that divide data based on frequency components). There are a variety of file extensions depending on the wavelet method used. It can be lossy or lossless.
f. HL7: Health Level Seven is one of several American National Standards Institute (ANSI) Standards Developing Organizations (SDOs) operating in the healthcare arena. Health Level Seven's domain is clinical and administrative data. [72] g. IHE: Integrating the Healthcare Enterprise is an initiative to improve how computer systems in healthcare share information. It promotes coordinated use of established standards such as DICOM and HL7 to address specific clinical needs to support optimal patient care. [73] h. US HIPAA: The United Sates Health Insurance Portability & Accountability Act of 1996 (Public Law 104-191)calls for improved efficiency in healthcare delivery by standardizing electronic data interchange, and the protection of confidentiality and security of health data through setting and enforcing standards. [42, 47] It has rules for:
1) Standardization of electronic patient health, administrative and financial data 2) Unique health identifiers for individuals, employers, health plans and health care providers 1) Security standards protecting the confidentiality and integrity of "individually identifiable health information," past, present or future.
i. JCAHO: The Joint Commission evaluates and accredits nearly 15,000 health care organizations and programs in the United States. An independent, not-for-profit organization, The Joint Commission is a standards-setting and accrediting body in health care. Since 1951, The Joint Commission has maintained state-of-the-art standards that focus on improving the quality and safety of care provided by health care organizations. The Joint Commission's comprehensive accreditation process evaluates an organization's compliance with these standards and other accreditation requirements. Joint Commission accreditation is recognized nationwide as a symbol of quality that reflects an organization's commitment to meeting certain performance standards. To earn and maintain The Joint Commission's Gold Seal of Approval™, an organization must undergo an on-site survey by a Joint Commission survey team at least every three years. (Laboratories must be surveyed every two years.) [40] Appendix B
DICOM for Teledermatology
Migrating Teledermatology to DICOM: There are two reasons for using DICOM for the creation of an image object. First, it is desirable to create standard formatted dermatology image objects that contain a predefined set of metadata elements like the patient name and identifier. Second, it is advantageous to be consistent with the rest of the digital medical imaging community in order to take advantage of existing interoperability opportunities (e.g., Integrating the Healthcare Enterprise).
A DICOM image object is composed of a set of metadata elements followed by the image, and is processed (that is, created, transmitted, stored, reviewed, archived, etc.) as a single entity. The metadata consist of a specific set of data elements that are defined in the DICOM Standard for a clinical discipline and an acquisition technology. DICOM was originally developed for radiology and has been very successful there. It is now being used in other clinical specialties like cardiology, dentistry, ophthalmology, endoscopy, and pathology.
Teledermatology provides an opportunity for DICOM to be used in the "low tech, low cost" clinical settings, where there may be no healthcare system infrastructure at all. Teledermatology is generally practiced by acquiring images with a digital camera, downloading them to a personal computer (PC) or telemedicine workstation, attaching them to an email message, and sending them to the dermatology consultant. DICOM can be used to standardize the image acquisition process, the store and forward process, and the reading review process, and to do so at a low cost.
Acquisition Software
A DICOM image acquisition software package needs to be loaded onto the PC that is going to be used to obtain patient and study identification information, receive the images from the digital camera, create DICOM objects from the metadata and the raw images, and send them to the consulting service.
The DICOM metadata contained in every image object includes patient and study identification information as well as clinical data. This is usually obtained by the DICOM software at the beginning of the image acquisition session, although some image specific information (for example, body site or laterality), acquisition parameters (for example, type of camera and setting), and comments (for example, "Patient not cooperative") may be input during the imaging process. The set of data elements representative of the types of data that can be acquired prior to the imaging process.
Values for some of these data elements, like the institution and referring physician information, can be set via site-configurable options. Other data elements, like the patient and study information, need to be acquired on a study-by-study basis. There are two ways to do this. If the clinic has an order entry application as part of an Electronic Health Record (HER), it may be possible to electronically transfer this information to the image acquisition system using the DICOM Modality Worklist service. In the absence of such facilities, the data needs to be entered manually.
Once this information is obtained by the DICOM software image acquisition can be performed. As each image is acquired, additional information about the body site may need to be entered. After the images are acquired, they are joined with their corresponding metadata and are formed into DICOM objects. These DICOM objects are then sent to the consulting service.
Transferring the DICOM Objects
There are three different ways to send DICOM objects, depending upon the technical capabilities of the consulting service.
If Internet connectivity does not exit, the DICOM objects can be written onto CD or DVD and sent to the consultant via physical mail. The IHE Portable Data for Imaging (PDI) integration profile specifies the implementation details for this. [73, 74] The DICOM objects are written to media along with an additional file named DICOMDIR containing the manifest and indexing information. The IHE PDI requires that a diagnostic quality DICOM viewer be provided on the media to display the DICOM images. It also recommends that the DICOM images be provided on the media in web-enabled viewing format (typically JPEG).
If adequate Internet connectivity exists the DICOM objects can be sent via email. In this case, the sender places the DICOM objects in a folder along with the DICOMDIR file, similarly to what is done in the IHE PDI. The whole folder is then ZIPed, encrypted, attached to an email message as DICOM.ZIP, and sent to the consulting service.
If the consulting service is DICOM enabled and there is a reliable permanent network connection to it, the images can be transferred using the DICOM Storage Service Class communications message exchange protocol. This is the method that would most likely be used in a secure technically well-developed enterprise.
Reading Site
If the consulting service did not support DICOM at all, it should be able to handle the IHE PDI portable media.
In order to handle the DICOM.ZIP email attachment, the consulting service would minimally need to have a DICOM viewing application that would display the contents of the DICOM.ZIP attachment. These are available from many sources free of charge. [75] It the consulting service had a DICOM EHR/PACS and wanted to import the study from the portable media or the email, then the IHE Import Reconciliation Workflow integration profile can be used. [38] This allows the study to be directly imported into a DICOM EHR/PACS.
Implementation
If there is an order entry application available on an EHR system, then the image acquisition workstation can use the DICOM Modality Worklist service to download the ordering information. If the order entry application does not exist, then the same information needs to be entered manually on the image acquisition workstation.
The images are acquired from the camera using whatever means are necessary to transfer them (USB, removable The DICOM objects would be placed into a folder and treated as a virtual DICOM file set following the IHE Radiology Portable Data for Imaging (PDI) integration profile. The file set would zipped and encrypted following the DICOM Standard (PS 3.11-2007 Annex L (Normative) -ZIP File over Email Interchange Profiles). The display of the images by the consultant is also defined by the IHE Radiology Portable Data for Imaging integration profile. Should the consultant wish to import the study into their PACS, the IHE Radiology Import Reconciliation Workflow integration profile would be used.
A minor issue that needs to be resolved is that while the IHE PDI specification handles only uncompressed images, the dermatology consult images are lossy compressed.
The results would be formatted as an HL7 CDA XML-encoded document, with a style sheet (XSLT). This would enable them to be easily display by the referring provider and would allow the further utilization of the discrete data.
